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[Interview] Part 3: Barb Bowman - Top 5 Challenges with Wireless Technology

Thiz iz the nest blog in the continuing sefes of interviews with leading professionals. In this sefes of blogs, | hawe an
exclusive interview with Barb Boswrnan, Bark is an intemationally acknowledged home networking and dewice authorty;
hicrosoft bost Waluable Professional (P - Wiindows Networking and Wiindows XP hiedia Center.

Enjioy!

Stephen Ibaraki, FCIPS, L5.P., WWP

Stephen: Describe your five top challenges and their solutions.
Barb:

1. Moving consuers ofF exishing wiekss Rose medwonis Bhad ase ol VISP oy
technobogy or mo Fecurty at all fo LUPA o WPAZ.

Fesidential users are netwarking two or mone computers at a Apid pace. Consumers are
not replacing older routers or updating fimmware to prowide the securty they need. Bducating consumers
through articles, webcasts, newsgroups and all awvailable forums is one avenue to mest this challenge.

2. Giucabing everpome o e mal dshs of public wirkss metwords.

['we detailed solutions abowe in best practices, but additionally conwincing prowiders of public networks to
post similar adwice will do much to educate wirelass users. Similady, financial institutions and online
commence web sites need to post wamings.

3. O hamware and dechrmbogy Hhat does mod sepport WPE fncluding ol opemting systens.

it's a fact of life that old computers are passed down to kids and there are first and second generation
devices on home networks that support onky WEP. & the same time, the head of household has a state of
the art computer online with sensitive personal data in shared folders with incredibly weak passwords like
1234,

Obwious hardware solutions (3ttaching a wireless gaming adapter to the wired Bhemet port on 3 dewvice that
izn't upgradeable’) require money that the home wuzer isn't willing to spend.

The salution is to educate home Users on Securty .

4. Residential kome metworking windess meters eseally the endtry kvel gear that is heavily discousded) that
ship with m wikelkss secodty and alow configuabion overa wiekss irderace coupled with a defau® bimo
uwERmEme amd passF W0 for adiy access.

“ndors nead to madify their defaults and at the same time, a really universal and transparent way for
anyone to setup @ new wirgless network needs to be universally adopted. Mcrosoft has made huge steps in
this area with Windows Rally technologies, but these need to be widely adopted by all wendors and
consumer electronics manufacturers and hiicrosoft needs to backport them completely to older supported
opergting systems. Other 05z need to include compatible technalogy .

3, MEPE who insist o depioing thedr old laging edge wikless muters with weal secwity as pait o a
starmdam' instal.

Some of the aquipment the DSL prowiders and even some cable prowiders are installing are appallingly
behind the curve in securty and functionality. t's 3 real problem to replace or update the fimmware in many
of these. There's no easy solution here other than to implemeant an evergreen contract replacement palicy
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that will cost bath the consumer and the provider.

Look for more with Barb in the next blog.
I encourage you to share your thoughts here on these interviews or send me an e-mail at
sibarakif@cips.ca.
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