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[Interview] Part 4: Barb Bowman - Top Five Tips in Wireless and Devices

Thiz iz the nest blog in the continuing sefes of interviews with leading professionals. In this sefes of blogs, | hawe an
exclusive interview with Barb Boswrnan, Bark is an intemationally acknowledged home networking and dewice authorty;
hicrosoft bost Waluable Professional (P - Wiindows Networking and Wiindows XP hiedia Center.

Enjioy!

Stephen Ibaraki, FCIPS, L5.P., WWP

Stephen: Describe wour rale as an MWP and wour areas of expeartise.

Barb: | consider myzelf 3 "Connected Home" hivP. bty award is for Windows Metworking and moy
ared is wireless and dewices. I'm also a "secondarny™ in Media Center, M5 Hardware, and at one
point was asked to be 3 Smart Display (ROP technology over wirelessy hivP, The Smart Display
technology actually morphed into hedia Center Botender technology and I'm active in the hedia
Center networking area as well as Cable CARD/Digital Cable Tuner setup. 've been writing
columns on warous technologies under these umbrellas for Microsoft's BEdpert Zone and “Jista
Community 3= well as presenting webcasts for Microsoft cowerng these residential technologies .

Stephen: What top five, highly desired tips can wou share from your areas of WP specialty ?

Barb:

1. ‘While in airports, be on the lookout for spoofed public providers. Mewer, newver connect to an Ad Hoo network itum
off ad hoc netwarking if poszible) and be wary of 5510°s that look similar to national public providers. For example,
iayport ws. _Wiayport_ where the Iatter could be 3 spoafed AP,

2. Don't use personally identifiable information as WPANMIPAZ Perzonal passphraszes and don't use easy to guess
words. Use something random that includes alpha-numenc-characters. The only way to hack WPAZ Personal is by
dictionary attack.

3. Change the default 5510 on ywour wireless rogter. Don't use Linksys/Default/MNetgear and don't use anything
personally identifiable. Be sure to setup a strong password for ywour wireless router.

4. If possible, tum of f the ability to configure ywour home wireless router using wireless. Force any changes to be done
uszing a computer connected wia wired Bthemet to that router.

4. MBny people are hawing connectivity issues with wireless routers and “sta. Use the [GO tool at
bttt microsaft comfwindows fusingtoolsigd/default mepe to test wour rogter. And check with your wvendor for
the mst recent firmware and apply it before running the test.

Look for more with Barb in the next blog.
| encourage you to share your thoughts here on these imterviews or send me an e-mail at

sibarakig@cips.ca.
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