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[Interview] Part 1: Celso Mello, CIO of Chubb Security Systems

Thiz iz the nest blog in the continuing sedes of interviews with leading professionals.

In this blog seres, we talk with Celso hizllo, 3 leading IT leader. | had the pleasure meeting Celzo at the Cl10 and IT BExecutive
Summit in hontreal.

Thank you and Enjoy!

Stephen lbaraki, FCIPS, L5.P., WP

Celzo Mello: CIO, Chubb Security Systerns shares tips about: MPLS, WolP, 1000-user Sctive Directory, High
Duailability

Stephien: Celso, with wour impressive background inthe [T field, we are fortunate to hawe wou doing
thiz interview, Thank wou for taking the time to share with our audience.

Celzo: f's my pleasure, Stephen. | am a great enthusiast of this blog and CIPS, just to name a few
of the outstanding inftigtives you're associated with, so it i really an honour for me to hawe been
invited to this intervien.

Stephien: Can wou describe your cument role with Chubb Security Systems and how you will shape
the company's strategies and objectives into the future?

Celzo: | am a direct report to the General Manager of Chubb Securty Systems, and as such, part of the senior management
team of that company . Inthat capacity, my role is essentially about making sure there is perfect alignment between business
goals and IT initigtives, and that actually leads into the second part of your question - as the company sets its goals forthe
future, 3 well-aligned IT strategy can play a key role in assisting with them. For example, our company has aggressive goals
around profitability improwement ower the next couple of wears, so my 3-year IT roadmap contains a couple of adtomation
initiatives that will significanthy improve employes productivity . This "strategqy collaboration” also occurs in the opposite
direction: for example, IT has identified opportunities for new productsfzenices the business can prowide to its customers
through minor changes to our peoplefprocesstechnology environment, and these hawve been added to the company's strategy
az well.

Stephen: Please take a moment to wear your consulting hat as an adwvisor to other managers who are considering similar

projects like the ones you hawe undertaken. What suggestions would ywou make to them to sawe them time and prewent the
pain wou may hawve experenced in wour projects What specific challenges/bamiers did ywou experence and the resulting
le=sons and useful tips from wour implementation of

Carada's Assccaticn af Irformat on
Technalegy (1) Professicnals

Celzo:

1. MPLE network:
Oue to the nature of our business (electronic security), network awailability is crtical to our operations on a 24«7
basis. Downtime is not an option for us. Howewer, any major network change, such an upgrade to MPLS we
undertaok, is wery likely to cause downtime. To mitigate that | recommend hawing redundancy for your crtical
network traffic during the transition and stabilization phases. In our case, we had as many as 3 levels of redundancy .

The ather important lesson | leamed from this project is spending =nough time upfront on negatiating wour Service
Lewel Agreements (5 0LA=) with wour telecom provider, hiake sure wou understand how site awailability (or uptime’ will
be calculated, the impact of maintenance windows to uptime, what Class-of-Service (C05) and Mean-time-to-repair
(WTTR) are; but most importanthy, establish fght from the stat S0A&= that will meet your requirements.
Acfinal word of adwice: upgrading your netwark is MOT a tum-key project completely performed by the telecom
company - you'll definitely need ywour best networkfsecurity person driving it.

2. VolP-national phone system:
This was a great project and therz are good cost savings that can be drawn from it. But to specifically talk about
barmiers, the single most important issue we had goes back to the network component: it is called Quality-of- Senice
(0o 8. In order for Wil P to wark well, ywou definitely need the ability to configure Qo5 on your network, which is
ezzentially about dedicating a fraction of wour bandwidth exclusively to the voice traffic. Depending on the type and
complexity of your network, wou may not be able to propery configure Qo%, or you may be forced to allocate too
much bandwidth ta it, impacting other types of crtical network traffic, such as email or application-based. So, in
summary, before ywou embark on a %olP project, | would suggest wou understand vour ability to properdy implement
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3. 1000-user Betive Directory:
The main barrer with this project was in the area of change management. Ower the wears, users tend to build their
own setups and workarounds to overcome constraints, or sometimes they're given more rAghts than they need in
order to perform their job functions, and they get used to that.
First wou need to bring it down to 3 lewel playing field and that requires a lot of intemal communication and
justification, or in other words, intemal "selling”. 5o, | thought about giving something in retum to those users inorder
to achiewve my objective: | had some of my best IT technizians trawel to ewery remote branch and as they did the
necessany setup on each PCto conwert it to SAetive Directony (ALY, they offered to solwve any other PC-related
matters those users might hawve. & may not sound as 3 fairtrade, but it works much better than if wou simply impose
the change.
Once you deal with the change management issues, wou'll find the effort and investmeant well worth it, because AD
gives you 3 logical network environment that is much easier to contral and maintain, which greathy helps with your
compliance efforts.

4. High-awvailability upgrade of your business critical application system:
Ewery application implementation or upgrade is a bit different, 50 I'd like to focus on the high-availability aspect of
this to talk about bamiers. Because this particular application has a no-downtime nature (wery much like our networks?),
it was crtical that the new wersion of the system we were upgrading to had the same level of reliabilty as the old
one.
To determine that, we used amtomated tools that simulated transactions and users on the system, starting from our
peak historical wolume and going up from there to identify bottlenecks . After addressing as many bottlenecks as
practicalfcost-effective, we amived at a configuration we're zonfident that will handle our maximum historcal load
many times ower. This is reassuring when you think a transaction “surge” could actually happen gradually as a result
of great company growth (which we hope for), or abrupthy due to 3 natural disaster (which we obwviously don't hope
for). Bther way, now we know we're prepared.
So, the leszon here was the walue of “stress testing”, which can rewveal system bottlenecks which wou can easily
address if identified early on, allow wou to properly size ywour hardware and give you 'peace-of-mind” that the system
will accommodate growth or unforeseen ewents. Note this applies ewen if ywou're not implementing a high-awailability
zystem.

Loak for more with Celso in the next Blog.

| also encourage wou to share your thoughts here on these interviews or send me an e-mail at zibaski@cips .ca.
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